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e Assistant Professor

e Department of
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About Myself & the SAGE Lab

e Research Interests:

e Software Engineering,
Maintenance, & Evolution

e Machine Learning

o Software Security

e Teaching Interests:

e Programming (currently teaching
COP-3223)

e Software Design & Testing

Kevin Moran, Ph.D.

o Key Achievements/Awards:
e ACM SigSoft Distinguished Paper

Assistant Professor

Depa rtment of Award at ESEC/FSE’19
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Computer Science Award at [CSE'20
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Cyber Security and e Rising Star Award at MobileSoft’'23
Pi’iVGC)/ Cluster e 5 Distinguished Reviewer Awards
(CyberSP)
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Software Engineering

The methods and techniques by which developers
design, create, test, and manage software




Software Engineering

The methods and techniques by which developers
design, create, test, and manage software

My research goal: Design tailored automated approaches
to help facilitate developer needs throughout the
software development and maintenance lifecycle.
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Developer-Centric Automation
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Practical Significance

Blend scientific discovery with practical significance
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Practical Significance

Blend scientific discovery with practical significance

Google CISCO.
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Overview of Research Areas

11 . | Automated
Research Title: [Ul Analysis

e Motivation

e User Interfaces (Uls) contain a wealth of information
about software systems

e Thisinformation is typically orthogonal to the
information contained in code and other software

artifacts

 We can learn patterns from this information to automate
Software Development Tasks

Objectives/Approach Impact, Outcomes, and Achievements
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Objectives/Approach Impact, Outcomes, and Achievements
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e Objectives:

e Determine what information can be reliably learned from
Uls, and design tailored deep learning techniques

e Automate the following tasks: Ul design instantiation, Ul
Testing, Software Documentation, Bug Reporting

e Approach:

e We have developed several bespoke deep learning
technigues to detect and learn patterns from Uls

e Multimodal transformer-based models
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BURT and EBUG: Demo

a=> REPORTED STEPS
RO

LAST THREE REPORTED STEPS

Android Token v. 2.10

A
‘p‘»
(=

AntennaPod v. 1.6.2.3

Droid Weight v. 1.5.4

¥

GnuCash v. 1.0.3

il

Write your message here

QUICK ACTIONS

Finish reporting the bug

View the bug report

USEFUL TIPS

Feel free to zoom in this webpage on
your browser to better see the

chatbot and the app screenshots.
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BURT and EBUG: Demo

EBug - Enhanced bug reporting system

Steps validation Report details for gnu cash 1.4.3
Issue id: 1613076357030

Ireetl

Non-validated steps in black

Title for the bug report:

The app does not save the correct amount | entered when | change an existing transaction.

Reporter name: Device:

Mattia Nexus 7 Android 4.4

Observed behavior:

The app does not save the correct amount when | change an
existing transaction from withdrawal to deposit.

Enter the steps to reproduce the bug report here

Text:

e.g., Click the "Settings" button.

I

Orientation:

Portrait v

Expected behavior:

The app should save the change to the transaction.

Current Screen

Selected Target

no image
to display
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. . Parser -
e |Increasing Complexity of Software %ﬂfﬁfye |
Dialogue Processor
e |ssue Trackers have not evolved in two decades Manaoer K
esponse
. . . | Predictor
e Empirical Studies illustrate bug reports are often low- \ - /
quality

e Tasks related to bug report management dominate Fig. 1 Overview of the BURT Bug Reporting System

Software Maintenance

Objectives/Approach Impact, Outcomes, and Achievements
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Predictor

e Empirical Studies illustrate bug reports are often low- \ -
quality

e Tasks related to bug report management dominate Fig. 1 Overview of the BURT Bug Reporting System

Software Maintenance

Objectives/Approach Impact, Outcomes, and Achievements

e Objectives:

e Develop Techniques to extract information from software
applications, and use this to automate the reporting process

e Automate tasks related to bug report management — including
reporting, triaging, localization, and repair

e Approach:

e Extract information code and Uls using LLMs specifically trained
for code and multi-modal computer vision models

e Use these models to help automate the tasks above

25



Overview of Research Areas

Automated
Ul Analysis

Research Title: Reporting 2.0 22

e Motivation
e |Increasing Complexity of Software

e |ssue Trackers have not evolved in two decades

e Empirical Studies illustrate bug reports are often low-
quality

e Tasks related to bug report management dominate
Software Maintenance

Objectives/Approach
e Objectives:

e Develop Techniques to extract information from software
applications, and use this to automate the reporting process

e Automate tasks related to bug report management — including
reporting, triaging, localization, and repair
e Approach:

e Extract information code and Uls using LLMs specifically trained
for code and multi-modal computer vision models

e Use these models to help automate the tasks above

(oenorter e mm Do ————————— App Exection
Reporter BURTGU| ! - pp
I Natural ; Report : Model
lm Language rocessing
E
_I_> Parser —> nme :
m ialogue
<—> . l Quality
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<_|_ Mla ogue SOR
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I Predictor

Fig. 1: Overview of the BURT Bug Reporting System

Impact, Outcomes, and Achievements

e Academic Achievements:
e 16 publications, 1 distinguished paper award

e 7 Research Prototypes and 1 Dataset developed (open source)

e Practical Impact:

e Our reporting tools were tested with real developers and were
shown to improve the quality of reports

e Our recent work on bug triaging and localization currently
represent state-of-the-art approaches in the field

25




Overview of Research Areas
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Automated Security

Ul Analysis

Dev Tools for &= J

Research Title: [

e Motivation

e |Increasing Complexity of Software

e Developers need automated tools to assist in security
assurance

Bug e |t's not clear how much we can rely on existing tools
Reporting 2.0 [x2=

e Some domains (e.g., loT) do not have mature tools

Objectives/Approach Impact, Outcomes, and Achievements
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Fig. 1: Overview of the pSE system for improving SASTs

Objectives/Approach Impact, Outcomes, and Achievements
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Fig.2: Overview of the Helion System for Improving IoT Security

Objectives/Approach Impact, Outcomes, and Achievements

e Objectives:

e Develop Techniques to evaluate and improve existing security-
focused static analysis tools for code

e Improve and create new developer-focused security tools for
general software projects and loT-related projects

e Approach:

o Adapting techniques from software testing (mutation analysis) to
measure the soundness of static analysis tools

e Create models of loT product usage by end users, and use this to
develop threat models and new tools for security and privacy
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Objectives/Approach Impact, Outcomes, and Achievements
o Objectives: e Academic Achievements:
e Develop Techniques to evaluate and improve existing security- e 9 publications, 1 best paper award

focused static analysis tools for code

e 4 Research Prototypes and 1 Dataset developed (open source)
e Improve and create new developer-focused security tools for

general software projects and loT-related projects e Practical Impact:
e Approach: e Found 3critical security vulnerabilities in smart home platforms which

have since been patched

o Adapting techniques from software testing (mutation analysis) to
measure the Soundness Of Static analysis tools ° Identiﬁed and ﬁxed nuMmMmerous ﬂaWS/VUInerabi“tieS W|th indUStrial'

grade crypto-detectors

e Create models of loT product usage by end users, and use this to
develop threat models and new tools for security and privacy » Developed a model for practitioner needs related to security-focused

static analysis tools

&
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e LLMs are increasingly being used in software
development

 As much as 40% of recent production code at Google is
Al-generated'!

Bu o
Reportir?g 2.0‘522 e Developers cannot always trust these Al-powered tools

e Interpretability techniques can help developers build trust
in these tools

Objectives/Approach Impact, Outcomes, and Achievements

Dev Tools for
Security
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 Developers cannot always trust these Al-powered tools

 Interpretability techniques can help developers build trust Fig.1: Overview Code LLM Interpretability Work
in these tools

Objectives/Approach Impact, Outcomes, and Achievements

Dev Tools for
Security
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Fig.1: Overview Code LLM Interpretability Work

Impact, Outcomes, and Achievements

e Academic Achievements:
o 3 publications under review

e Practical Impact:

o lllustrated that our proposed interpretability framework can lead to
improvements in model accuracy through better understanding
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Future Work and Points of Collaboration

Automated |
Ul Analysis |
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Dev Tools for
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Future Work and Points of Collaboration

e Future Work (Short Term):

e Continue agendas for presented projects

Automated

Ul Analysis [+
e Focus on human studies with developers

e Work towards automating Ul accessibility compliance

e Future Work (Long Term):

Bug . . .
Reporting 2.0 58 o Use machine learning to aid in software development of

emerging computing platforms (e.g., AR/VR)

o Use interpretability techniques to build Al-powered tools that
developers can seamlessly interact with

e Develop the next generation of security-focused software tools
to help developers focus on writing code that is secure by

Dev Tools for .
Security o design

e Potential Points for Collaboration:

e Human studies of programmers

e Software Accessibility

Interpretability . . . .
for Code LLMs i e Computer security topics centered around engineering

e Applications for machine learning and computer vision
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