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Overview of Research Areas

• Motivation


• User Interfaces (UIs) contain a wealth of information 
about software systems


• This information is typically orthogonal to the 
information contained in code and other software 
artifacts


• We can learn patterns from this information to automate 
Software Development Tasks

Research Title:

Objectives/Approach Impact, Outcomes, and Achievements 

Automated 
UI Analysis
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Overview of Research Areas

• Motivation


• Increasing Complexity of Software


• Developers need automated tools to assist in security 
assurance


• It’s not clear how much we can rely on existing tools


• Some domains (e.g., IoT) do not have mature tools
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Overview of Research Areas

• Motivation


• LLMs are increasingly being used in software 
development


• As much as 40% of recent production code at Google is 
AI-generated!!


• Developers cannot always trust these AI-powered tools


• Interpretability techniques can help developers build trust 
in these tools 
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• 3 publications under review
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• Illustrated that our proposed interpretability framework can lead to 
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Future Work and Points of Collaboration

Automated 
UI Analysis

Bug 
Reporting 2.0

Dev Tools for 
Security

• Future Work (Short Term):


• Continue agendas for presented projects


• Focus on human studies with developers


• Work towards automating UI accessibility compliance


• Future Work (Long Term):


• Use machine learning to aid in software development of 
emerging computing platforms (e.g., AR/VR)


• Use interpretability techniques to build AI-powered tools that 
developers can seamlessly interact with


• Develop the next generation of security-focused software tools 
to help developers focus on writing code that is secure by 
design


• Potential Points for Collaboration:


• Human studies of programmers


• Software Accessibility


• Computer security topics centered around engineering


• Applications for machine learning and computer vision
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https://www.kpmoran.com
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